Ipunoxenne No2, Hudopmaunonnag NamMATKa 115 o6yqaomuxes AJsl pasMemeHus Ha
opHIHATL HBIX I/IHTepHeT-pecypcax

C xaxmemv royom MOJIOzexH B HHTEpHETE CTaHOBHTBCS GONBLIE, A IKOJTEHHKY OJHH U3
CaMBEIX aKTHBHBEIX IOJIBb30BaTesei Pynera. Mexny Tem, mommmo OTPOMHOTO  KOJIMYecTRa

BO3MOXHOCTEH, HHTEPHET HeceT u npobiiemsr. Dt MlaMATKa OJDKHA IIOMOYE Tefe 6e3omacHo
HaXOJUTECH B cerny.

Komnviomepnuie 8UDYCHI

JaHHBIE, HO}IKOHTpOJILHHC I'IOJIL30B3TCHIO, OT HMCHH KOTOporo 6su1a 3anymena 3apaXkéHHay

MCTO}ILI 3alIHUTEI OT BPEJIOHOCHEBIX IIporpamMm:
1.

Vcnomssyii copemenngre OII€PalOHHEIE CHCTeMEL, HMEIOIHE CepBE3HBI YpoBews
SaIATEL OT BPEOHOCHEIX Iporpamm;

2. Tocrostano YCTaHaB/IMBaH mayry (umdposrie 3aIUIATKH, KOTOpkIe ABTOMaTHYeCKy

TBOEM IE€PCOHATBHOM KOMHBIOTCPC;

4. Hcnoms3syit aHTHBUDYCHBIE IIPOTpaMMHELe IIDOTYKTHI M3BECTHRIX IIPOU3BOAMTENEIH, ¢

aBTOMaTHYCCKUM 0GHOBIeHHeM 0as;

Orpannys dusirueckui AOCTYI X KOMIIBIOTEpY s11s TIOCTOPOHHHMX JimIr;

6. Hcnonszyit BHEITHHE HOCHTETH MH(bOpPMauuy, Takue kax $nemka, quck wm daitn u3
HMHTEPHETA, TOBEKO H3 IpodepennsIx HCTOYHHKOB;

o

Mo namero BPEMEHH nomma Apyras a0bpeBuarypa, KOTOpas sBnsercs Takoit xe
TCXHOJIOTHEH, Do ab6peBuarypa «Wi-Fi». Takoe HasBaHue 65110 fnano ¢ HAaMEKOM Ha cTanpapr
BBICIIHIT 3BYKOBO# TexHuiy Hi-Fi, yto B TICpeBOC 03HAYAET «BEICOKAs TOYHOCTEY,

Ha, Gecrumarnmii HHTCPHET-10CTyI B Kade, orensx g asponoprax ABIIACTCA OTIHMuHO}
H

BO3MOXHOCTEIO BBIXOJa B HHTEpHET. Ho MHorye SKCNIEPTHI CYHTAIOT, YTO OﬁmeLIOCTYHHBIe Wi-
Fi cetn ne ABILTIOTCH Ge30macHsmMy,

Cosersr mo GesonacuocTy pabore B odmenocTynHx cerax Wi-fi:

B INEKTPOHHBIA
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1. He nepemamait csoro THYHYI0 HH(OpMaImo 4epe3 obmenoctynueie Wi-Fj CETH.
Paboras B Hux, XKEJATeIbHO HE BBOIMTE 1IapOJId  OCTyma, NOTHHE! H Kakue-To

2. Ucnons3yit u o6HoBsiS AHTHBUPYCHBIE TIPOTPAMMEI H Opanamayep. Tem cambiv Thr
obesonacuus cebs ot 3akauiy BHpYCa Ha TBOE yCTpoiicTRo;

3. Tlpu wucnons3oBammuy Wi-Fi orxmoun bynxuao  «O6mmit AOCTYIl K (aiinam u
[IpuHTEpam». JlanHas bynknus 3aKpBITa 10 YMONYaHHIO, OJHAKO HEKOTOpEIe

BBIXOZa B COLIMAJIbHBIE CEeTH HIIK B SJICKTpOHHYIO no4ry;

5. Hnons3syit tompko SalHINEHHOE COEqHHEHHE uepe3s HTTPS, a ge HTTP, t.e. npu
Habope Be6-anpeca BBOZH UMEHHO «https://»;

6. B mo6GmibHOM TeIeQOoHe  OTKIMOUH (119319102120 «lomxmogenne Wi-Fi

aBTOMaTHYeCKuy. He AOTIyCKai aBTOMAaTHYECKOro TIOIKIIOYEHHS YCTPOHCTBA K CeTAM
Wi-Fi 6e3 toero coriacus.

&
Coyuanvnvie cemy

TaM I0CTOsIHHO, a B Facebook YK€ 3aperucTpupopan MUIUTHAPZ YeII0BEK, 9TO SB/IgeTCS OJTHOM
CENBMOH BCEX IKHTENeH maneTsy MHorue nonesosaten me TIOHUMAIOT, YTO MHpOpMamus

PasMeIeHHas umu B COLHMATIBHBIX CeTAX, MOXKeT OBITE Haiiena u HCIIOJIb30BaHa KeM YTOZIHO, B
TOM 4HCIIe He 06s13aTeIbHO ¢ Onaramu HaMepeHHsIMH,

OCHOBHBIC COBETEI 110 6e3onacnocm B COLMAIILHBIX CETAX:

1. Orpannyp CIIHCOK napyseit. V Te6s B APY3bAX HE MOJKHO ObITH CITyYallHBIX u
HE3HAKOMBIX JIrozieit;

2. Bammmaii cporo HacCTHyIO Xu3Hb. He yka3sbsaii napomn, Tenedonsl, anpeca, aaTy

OpoBECTH KaHUKYIbI;

3. Bammmait ceoro PCIYTaluIo - nepxw ee B uncToTe I 3aliaBali ceGe BOIpoC: XoTen Gy
TBI, 9TOOBI Apyrue momnb3oBareny BHACIH, YTO TEI 3arpysxaerms? Hoxymait, npexne
HIEM MTO-TO ony6muKoBaTh, Hamucars i 3arpy3uTh, '

K OTHOMY MECTy, a He BO Bce Cpasy.

Onexmponnvie denpzy

OIeKTPOHHEIe fenpry — 9TO OY€HB yHOOHELI Crocof [ImaTexest, ogaaxo CYIIECTByIOT
MOIICHHUKH, KOTOPEIE XOTST IIOTYYUTE 3TH NeHbry,

SHCKTpOHHLIe ACHBI'H NOSIBUIIMCEH COBCEM HEHaBHO H UMEHHO u3

=34 3TOro Bo MHOTHX
rocy,uapcmax A0 cux IIOp He TIIPOIIHUCaHO IIPO HUX B 3aKoHax.
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TIOIy9eHHIO 3JIeKTPOHHBIX CooOmenHi, KoTopEIe pacnpenensiorcs g KOMITBIOTEPHOH cerw.
O6sryr0 SJICKTPOHHBIH  1OYTOREf SIWMK  BBITVISOHT ClenyromuM  o6pazowm:

HMH_IIOJIBBOBaTeJISI@PIM}I_,ZIOMeHa. Taioke  xpome NI€peayu  mpocroro TEKCTa, HMeercs
BO3MOXHOCTE IepenaBars baiter.

KOJXI, IPHCBhLUTaeMEIH 1o SMS;

4. Bribepn cnoxusi l1apons. Jns xaxmoro TIOYTOBOrO siMKa HOIKEH GobrTy CBOM
HaN€XKHbIA, yCTOMYHBEIY Kk B3JI0My 11apojip;

5. Ecim ects BO3MOXXHOCTh Hammcary CaMOMy CBOH JTHYHEBLH BOIIpOC, ucnons3yif 3Ty
BO3MOXXHOCTE;

6. Ucnonssyis HECKONBKO MOYTOBBIX SmuKoB. Ilepsriit g YacTHOH nepemmcky ¢
allpecartamMu, KOTOpbIM Tp JoBepsiels. Do SJICKTPOHHBIA  ajgpec ge HaJ[0
HCIIOIB30BaTh IpH PCTHCTpanuy Ha popymax u cairax;

7. He OTKpBIBak (aitier u APYTHE BIOXEHUS B mHChMax AQKE €CNIH OHM mpHmIK o
TBOMX npyseit. JIyyme YTOYHH y HUX, OTIIPABIIAIH Ty OHH Tebe 3Ty daitner;

8. Ilocre okomwanug PaboThI Ha mouTOBOM CEPBHCE Nepen 3aKpbiTHEM BKJIaZKK ¢
caiTom He 3a6yp HaXaTb Ha «BrritTyy,

: Kusamosa M.®
aH B anekTpoHHol dopme. Ne ncx-833/18 ot 15.05.2018. UcnonHutens
[okyMeHT co3g

9 13 18. CtpaHuua cosgaHa: 15.05.2018 11:54
— CTpaniua 9 u3 °
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Kubepbynnunz yny supmyanenoe usdesamenscmeo

KubepGymmuar — nIpecinenoBanue coobmenusamy, Cozepxammmu OCKOpOIeHus,

arpeccHro, 3aIIyI‘HBaHHe; XyHHl"aHCTBO; CoLralpHOe 60ﬁKOTHpOBaHPIC C MOMOWIEIO Pa3in4HpIX
PIHTCpHeT-cepBPICOB.

OcHoBHEIE COBETEI 110 Goprbe ¢ Ku6epOymmmarom:

1. He 6pocaitcs g boit. JIywinnii cnocos: TI0COBeTOBATBCS Kak ceGs BecTy H, €ClH Her
TOro, K KOMY MOXHO o0paTuThCs, TO BHAuame YCHOKOnTECA. Ecmn ThI Hawgeqmy,
OTBEYaTh OCKOPGIEHHAME Ha OCKOpPOJIeHHs, TO Tompko eme 6onbme pasoxoxents

2. Vupasusit ceoeit KuGeppenyranueii;
3. AHommMHOCTS B CEeTH MHHMag. Cymecrsyior CIOCOOEI BBIACHHTB, KTO cTOMT 33
aHOHHMHBIM aKKayHTOM;

4. He crour Becty XYIUraHCKui 06pas BUPTYaNBHOM Xu3HH, Hnrepner duxcupyer pce

6. Hrnopupyij CIMHHYHBIH Herarys, OnHopazoskre OCKOpOHTETBHEIE Coo0merus
JIyMIIe UrHOPHPOBATh. O6sramo arpeccus npekpamaercs ga HavanbHOM cTagmy;

7. Bam arpeccopa. B nporpammax obMmena MIHOBEHHEIMH Coo0mIeHuAMY, B COLIMaNBHEIX
CeTAX €CThb BO3MOXHOCTE GJ10kHpoBKH OTHPaBKH COoOBmenuii c OpeneneHHpIx
aJpecos;

8. Ecmu T CBHIIETEL KuOepOyinnra, Teou neiicTBuy: BRICTYIIUTE  nportus
Ipecnenosarens, wokasary €My, YTO ero pelicrug OLCHUBAIOTCS HEraTHBHO,

nozmepma'rb KEPTRBY, KOoTOpoit HYXHa IIcuxonoruyeckas ITOMOILE, COOGII.IHTB
B3pocnemM o (I)&KTC arpeCcCcUBHOroO TIOBEIEHUS B CeTH.

Mobunsrvy; menegpon

3alMUINEHHOCTE,

Hanexo me pce TIPOH3BONHTENMH BEIMyCKaoT OOHOBIIEHNSI, SaKpEIBAIOIHE KpHTHYeCKye
YA3BUMOCTH 1151 CBOMX YCTpoiicTs,

OCHOBHBIC COBETEHI N1 6e30nacnocm MO6HJIBHOP0 TGJ'ICd)OHaZ

1. Huvero ge SIBIISIETCS o-HacToAmemy OecriaTHbM. Byns OCTOpOXXeH, Bejy Korza
Tede mpemnararor Oecrnaruprit KOHTEHT
IIaTHEle yciyry;

2. Tlymais, TIpeXne yeM ornpasury SMS, doto unu BHZ€o. TrI Toyng 3Haels, rye opy
Oyayr B KOHEYHOM HTOre?

Heo6xomumo OGHOBIsTE OnepaunoHnyro CHCTEMY TBOero CMapTdona;

w
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5. He 3arpysxaif IpHIOKEHHs OT HEH3BECTHOTO HCTOYHMKA, Beb OHH MOTYT COAEPXKaTh
BPEIOHOCHOE IIPOrpaMMHOe 00ecTedeHue;

6. Ilocne Toro kak THI BEIiZEWb ¢ caifTa, rie BBOJAWI JMYHYIO HHGOpMAIHIO, 3aiiiu B
HacTpo¥ky Opay3epa u ynamu cookies;

7. llepmomudecky NpoBepsi Kakue IUIaTHBIC YCIYTH aKTHBUPOBAHEI HA TBOEM HOMEDE;

8. [Masait cBoif HOMEp MOOMWJIBHOrO TenedOHa TONBKO JIIOJAAM, KOTOPHIX THI 3HAEIIb U
KOMY JOBEpSICIUb;

9. Bluetooth gomxeH ObITh BBIKJIFOYEH, KOTJA THl UM He mojb3yembcs. He 3a0rniBaif
MHOTJA [IPOBEPATH ITO.

Online uepv

CoBpemeHHbIE OHJIAWH-UIPHI — OTO KpacOYHble, 3aXBaTHIBAIOIIME pa3BJIEYEHHS,
O0BEeMHSIONIME COTHH THICSY YENOBEK MO BCeMy MHpPY. MIrpoku HCCIERyrOT JaHHEIA UM MHD,
ofmaroTes Apyr ¢ APYroM, BBITOJHSIOT 3aaHUs, CPAXKAFOTCS ¢ MOHCTPaMM ¥ IONYYAKOT OIBIT.

3a YAOBOJIBCTBHE OHH IUIATAT. IIOKYIIAXOT MOHUCK, OIUIAYMBAIOT abOHEMEHT MU npnoGpeTaJor
KaKHEe-TO OITIIHH.

Bce atm cpencTBa MAYT Ha MOJNEpKaHWE M pasBHTHE HIPHl, a TAKXKE Ha camy
0e30macHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbl aBTOPH3ALMM, BBINTYCKAIOTCS HOBBIE IIaT4M
(umdpoBbIe 3amuIaTKH I IPOrPaMM), 3aKphIBAIOTCS YSI3BMMOCTH CEPBEPOB.

B nomoOHBIX Hrpax CTOHT OmacaTbCsi HE CTOJIBKO CBOMX CONCPHHUKOB, CKOJIBKO KpaXH
TBOCTO IIapoJisi, HA KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3ALUH OoBIIHHCTBA HTD.

OcHoBHBIE COBETHI IO HE30MACHOCTH TBOETO UIPOBOTO AKKAYHTA:

1. Ecmu npyroit urpok BezieT ce6s IIOX0 WM Co3iaeT TeGe HeNpUATHOCTH, 3a6I0Kupyi
€ro B CIIUCKE HI'POKOB;

2. Tloxanyics anMUHMCTpAaTOpaM WIPhl Ha IUIOXO€ MOBEJCHHE ITOr0 HIpOKa,
XKeJIaTeIbHO NPUIIOXKHTh KaKHe-TO I0Ka3aTeabCTBA B BUIE CKPUHOB;

He yxaspiBait muuHyto mHQOpManmIio B npodaiiie urpsr;

VYBaxail Ipyrux y4acTHHKOB IIO HIDE;

He ycranasnupaii HeopuuanpHble naTdy U MOJIBL;

Wcrnons3yii c10)KHEIE H pa3sHbIe NApOIIH;

Haxe BO BpeMs HIDBI HE CTOHT OTK/IOYATh AHTHBHpYC. [oka THI Mrpaenis, TBOH
KOMITBIOTEP MOTYT 3apa3UTh.

S Gvin o 9

DQurunz UnU KPatca 1UYHbIX OaHHBIX

OGbraHoft Kpaxelt JEHer W IOKYMEHTOB CErOAHS yXe HHKOrO HE YAHBHING, HO C

Pa3BUTHEM HHTEPHET-TEXHOJIOIUH 3JIOYMBIIUICHHUKA TEPEMECTHINCE B HUHTEPHET, H
IPOAOJDKAIOT 3aHUMATHCS JTFOOMMBIM) [IEJIOM.

Tak nosiBunace HOBas yrposa: HHTEPHET-MOLIEHHMYECTBA WM (DUIIMHT, IIABHAS Lelb
KOTOPOro COCTOMT B IMOJYYEHHH KOHODHICHIMAIbHBIX JAaHHBIX IOJB30BaTeNed — JIOTMHOB U

napone#. Ha anrmnuiickom si3pike phishing unrtaercs xax dpmmsr (ot fishing — pri6uas noss,
password — 1apons).

OcHosHzle coBeTs! 110 Gops6e ¢ hrmmHroM:

1. Cnemn 3a coum akkayHToM. Eciu ThI NOA0O3peBacilib, YTO TBOS aHKETa ObuIa

B3JIOMaHa, TO HEOOXOAMMO 3abJIOKHpOBaTb €€ M COOOIIUTEH aIMUHUCTPATOpam
pecypca 06 3ToM Kak MOXHO CKOpee;

[okymeHT co3faH B anekTpoHHon copme. Ne ncx-833/18 ot 15.05.2018. Vcnonnutens: Kusmosa M.®
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2. Hcnomssyit  GesomacHsie BEO-CaiTE, B ToM wmCIe, HHTCPHET-Mara3uHoB H
IIOUCKOBBIX CHCTEM;

3. Hcnons3syit crnoxusie u pasueie naponu. Takum o6GpazoM, ecnu Tebs B3JIOMAIOT, TO
3TIOyMBIIICHHUKH IOIy4aT JOCTYH TOJIBKO K OAHOMY TBOEMY MPO(UIIIO B CETH, a He
KO BCEM;

4. Ecmu Te6s Banomamm, TO HEOOXOMMO IpPENYNPeNuTh BCEX CBOMX 3HaKOMBIX,
KOTOpbIe 100aBieHb! y Tebs B APY3bSX, O TOM, YTO TeOs B3jIOManH H, BO3MOXXHO, OT
TBOETO UMEHM OYET pacChUIATLCS ClIAM ¥ CCBUIKH HA QuIIHHATOBEIE cafiThl;

5. YcraHoBH HameKHBIHA IapoTL (PIN) Ha MoOHIBHBIH Tenedon;
6. OTkmoun coxpaHenue napoJis B Gpaysepe;
7. He oTkpbiBait daitns u APYTHE BIIOKCHUS B NHCEMaX AKE €CIH OHM IPHULIHA OT
TBOUX Ipy3ei. JIyume yrounu y nux, OTIPABJIAH JIH OHH Tebe 3TH (aiinbl.
Lugpoeas penymayus

Lludposas penyraums - sto merarusHas wm II03UTHBHAS WHPOPMANHA B CETH 0 Tebe,
Komnpomerupyromas uHOpManus pasMmemienHas B MHTEPHETE MOXET CEPbe3HBIM 06pa3om
OTPa3UTECS HA TBOEH pealbHOH >KH3HH. «{udpoBas penyramusy - 310 TBOl HMHJDK, KOTOPBIH
dopmupyercs u3 uHpopmManuy o Tebe B HHTEpHETE.

TBoe Mecto sxutenscrsa, yuebur, toe $unancooe nonoxenue, 0cobeHHOCTH Xapaxrepa
H pacckashl O OIIM3KUX — BCE 3TO HAKAILIMBACTCS B CETH.

MHor1e IOAPOCTKY JIErKOMBICTIERHO OTHOCHTCS K nyOnuKauuy mugHON MEGOpMary B
Wnreprete, He moHMMAs BO3MOXKHEIX nocnencteui. Thl naxe He CMOXKeIIb JOTAaNaThes o TOM,
4TO oTorpadus, pasMemensas 5 er Hasaj, cTana NpUYUHOM 0TKa3a MPHUHATH Te6d Ha pabory.

KommenTapuu, pasmemenne TBoux hororpaduit u mpyrme neiicTBus MOI'yT He
MCHCSHYTh NiaXe ITOCIe TOro, KaK Thl WX yhamdmb. Thl He 3HACIb, KTO COXPaHHI 3Ty
MH(bOPMAIMIO, 1IONANIA JIH OHA B [IOHCKOBLIE CHCTCMBI U COXpaHHMIACh JIM OH4, a INIABHOE: YTO
ToymMaroT o Tebe OKpysKarouee ou, KOTOpBbIC HAWIYT M YBUAAT 5T0. Haiitu HH(OpPMAaITHIO
MHOTO JIET CHYCTS CMOXeT JIoOOH — Kak u3 HOOpBIX MOGYXAeHUH, Tak u ¢ HaMepeHneM
TIPHIHHHTE BPEAI. ITO MOKET GBITh KTO YTOHO.

OcHOBHBIE COBETHI 110 3aImTe HUGpoBoi penyrauuu:

1. Tlomymaii, mpexzue yem 4To-TO IyOIIMKOBATh U NepenaBarh y cebs B Giore wnu B
COIMATIBLHOH CeTH;

2. B Hacrpoiikax npoduis ycraHoBu OTPaHHYCHHUS Ha IIPOCMOTP TBOETO npoduis u ero
COZCPAKUMOro, clienait ero TOJIbKO « IS Jpy3eiy;

3. He pasmemaii u e ykasemait HH(OPMAITHIO, KOTOPask MOKeT KOro-mubo OCKOPOIATE
M 0OMXKarTs.

Aemopckoe npaso

CoBpeMeHHbIE IKONBHHKH- aKTHBHEE TOJIb30BATEN  IH(POBOTO  MPOCTpaHCTBA.
Onnaxo naneko He Bce SHAIOT, 4TO I0JIE30BAHHE MHOTHMH BO3MOYKHOCTSIMY 1HppoBoro Mupa
TpebyeT cobmonenus TIpaB Ha HHTEJUICKTYaTbHYIO COOCTBEHHOCTS.

TepMI/IH «HHTCJUICKTyaJIBHaﬂ COGCTBCHHOCTL)) OTHOCHTCSI K Pas3IM4YHbIM TBOPECHHUSAM
YEIIOBEYECKOTI 0 yYMa, HaYHHAI C HOBBIX n306peTeHm>'1 H 3HaKoOB, 0603Haqa}omnx COGCTBCHHOCTL

Ha TIDOXYKTBI H yCIYIM , M 3aKaHUWBas KHWramu, dororpaduamu, KHHOQUIbMAMH |
MY3BIKJIBHBIMH TIPOU3BE ICHUSIMH.

[okymMeHT co3faH B anekTpoHHon cpopme. Ne ncx-833/18 ot 15.05.2018. VcnonHutens: Kusmosa M.®
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ABTOpCKHE IpaBa — 3T0 IpaBa Ha HHTCIUICKTYalbHYI0 COGCTBEHHOCTD Ha IPOH3BEEHHS
HayKit, TUTEPaTypbl © HCKYCCTBA. ABTOPCKHE NPaBa BEICTYTIAIOT B KAYECTBE TapaHTHH TOTO, YTO
MHTEJUICKTYTbHBIH/ TBOPYECKHH TPYa aBTOpa He Oyler HampacHBIM, 1acT emy cupaBemIHBEIC
BO3MOXHOCTH 3apa0oTaTh Ha Pe3yJbTaTax CBOEro TpyZa, IOTYYHTH M3BECTHOCT M IPH3HAHHE,
Huxro 6e3 paspemenus aropa He moxer BOCTIPOH3BONHTE €T0 IPOH3BEAEHHE, PACIPOCTDPAHSATS,
IyOIMYHO JIeMOHCTPHUPOBATE, TIpO/iaBaTh, HMIOPTHPOBATH, ITYCKaTh B IIPOKAT, IIy6naHo
HCIIONHATD, [I0Ka3bIBATE/UCTIONHATE B 3QUPE MM pasMeraTh B Hurepuere.

HcnonesoBanue «muparckoroy TIPOrpaMMHOTO 00ECTIEYEHHS MOXKET IPHBECTH K MHOTIHM
PHCKaM: OT NOTEPH NaHHBIX K TBOHM aKKAyHTaM 0 OnoKupOBKE TBOEro ycrpoiicTsa, rie
YCTAHOBICHHBIH He JeraibHas nporpamva. He crTouT Tamke 3a0bIBaTh, 4YTO CyImecTByer
JleranbHbIe ¥ GeCIuTaTHEIE TPOrpaMMbI, KOTOPBIE MOYKHO HAHTH B CETH.

O nopmane

CereBUYOK.p() — TBON IMaBHBIN CcOBeTUHK B CeTH. 31eChb THl MOXEIb Y3HaTh o
0e30macHOCTH B CETH MOHSTHEIM AOCTYIHBIM S3BIKOM, & NIPH BO3HHKHOBEHHH KPHTHYECKOi
CHTYallHH OOpaTHTBCA 32 COBETOM. A Takke TIPHHATE Y4aCTHE B KOHKYPCaX M CTaTh CAMBIM
UHGPOBBIM rpakiaHHHOM !

[okyMeHT coaaaH B anekTpoHHom dopme. Ne ncx-833/18 ot 15.05.2018. WcnonHutens: Kusimosa M.® W S/IEKTPOHHbBIA
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Ipunoxenne No3. [TamsTia AJisi ponuTeeii 00 nadopmaumonnoii GezonacuocTa aerei

Onpenenenne Tepmuna «HH(GOpPMaNKOHHas 6e30macHOCTh eTeibs COIEPXKHTCA B
Genepansrom 3akome No 436-03 «O 3amuTe AETeH 0T MHpOPMALMK, IPHUHHSIOmE Bpex ux
3MOPOBBIO M PAa3BUTHIO», PETYIUPYIOLIHM OTHOINCHHS, CBA3aHHBIE C 3AIUTOH HeTell oT
HH()OPMAIHH, IPHYHHSIOmE] BPEZ MX 3/I0POBBIO U (MH) paszBuTHIO. Cornacuo JAHHOMY 33KOHY
«nndopManonnas GezonacHoCTs ACTEH» - 3TO COCTOSHHE 3AlIMIIEHHOCTH, IPH KOTOPOM
OTCYTCTBYCT DHMCK, CBS3aHHBIA C IpPHYHHEHHEM unbopmanmeii Bpena ux 3MI0POBBIO M (/M)
dusmueckomy, TICUXMHYECKOMY, TyXOBHOMY, HPAaBCTBEHHOMY PasBUTHIO.

B cumny ®enepamsnoro saxoma No 436-03 uHpOpMmManumei, NPUYUHSIOmMEHR Bpes
3/10POBBIO H (WJIH) PAa3BUTHIO NETEH, SBsiercs:

1. nndopmauus, sanpemennas s PaClpOCTPaHEHHUS Cpeay JeTeil;

2. undopmanus, pacnpocTpaHeHue KOTOpOi OTPaHHYEHO cpenu

ACTEH  ONpeleNeHHBIX BO3PACTHEIX KaTeroOpHi.

K nadopmaunn, sanpemennoi AJIA paclipOCTPaHEHUS CPeH JETeH, OTHOCHTCS:

4. uabopManus, nodyxnaromas mereif x COBEPIICHUIO NEHCTBHH, IpPeaCTABISIONMX
YTPO3y HX XXU3HH ¥ (MJIH) 310POBBIO, B T.4. IPHYHHCHUIO BpeZia CBOEMY 310pOBBIO,
CcaMoyOuHCTBY;

5. cmocoGHOCTE BBI3BATH Y HeTeH KenaHHe ynotpeGuTh HapKOTHYECKHE CpEencTBa,
NICHXOTPOIHbIE M (MJIM) OypMaHMBAIONIHE BeIUeCTBa, TabadyHble W3menus,
aIKOTONEHYI0O M CHMPTOCOZEPKAIIYIO UpPOAYKUHMIO, TIMBO H  HaNHTKH,
H3TOTAaBIMBAEMBIC HA €10 OCHOBE; IPHHSATE Y9aCTHE B a3apTHBIX UI'PaX, 3aHUMATHCS
IIPOCTUTYHHEH, OPOASIKHHYECTBOM HIIH NONIPOIIaHHUYECTBOM;

6. obocHOBBIBaIOmAS  HTH ONpPaBIBIBAIOINAS  JOMYCTHMOCTh HACHIHS K (mmm)
KECTOKOCTH MO0 NOGYXKIalomas OCyIecTBIATh HaCHJILCTBCHHBIE NEHCTBHS 10
OTHOIUCHHIO K JIIOJAM ¥ JKMBOTHBIM,

7. OTpHNaNOmas ceMeWHbIE HEHHOCTH ¥ dopmupyIOImas HeyBaxkenue poaMTeNSIM U
(amu) tpyrum wienam CEeMbH;

8. ompasasiBaromas [IPOTHBONIPABHOE [IOBENCHHUE;

9. conepxaimas HENECH3YPHYIO Opaus;

10. conepxamas uHGOpMaNHIO TIOPHOTPahHIECKOTO XapaKTepa.

W

K undopmarmn, PacpOCTPaHEHHE KOTOPOH OrpaHHYEHO CpeaM HeTeil OIpeneneHHoro
BO3pPACTa, OTHOCHTCS:

1. mudopmanus, npencrasnsemas B BHIC H300paKCHWs WJIH ONMCAHUS XKECTOKOCTH,
¢uzmyeckoro wu (am) ncuxuyeckoro HaCWIIisl, TNPECTYIUIeHHs HIM HHOro
aHTHOOIIECTBEHHOTO NEHCTBUS;

2. BBI3BIBAOINAS Yy O€Ted crTpax, yxac Wim NIaHAKY, B T.4. TpPEACTaBIseMas B BHje
H300paKeHHsS WM OnMCaHHs B YHIKAIOIEH YeNoBeYeckoe JOCTOMHCTBO bopme
HCHACUJIbCTBEHHOH CMepTH, 3abosieBanus, caMoyOwmiicTBa, HecuacTHOro Cllydas,
aBapuM MM KaTacTpods! U (WiH) uX ITOCJIEICTBUIA;

3. mpencrapisemas B BUJIC M300PaXEHHs UM OIHCAHMS TOJIOBLIX OTHOINEHHH Mexy
MY>XYUHOH M )KEHIIUHOM;

4. cozmepxkamas GpaHHbIe c10Ba 1 BBIP&KEHU, HE OTHOCAIIMECS K HELeH3yPHOH Opanu.

C y4erom storo Bam TIpe/utararorcs IpaBuiia paboThl B ceTH HWnreprer s Pa3IuYHEIX

BO3PACTHBIX KaTeropuii, cobmonenue KOTOPBIX ITO3BOMIMT oOfecmeyuTs PIH(I)OpMaIII/IOHH}’IO
Oe3omacHOCTh BammHx JEeTeH.

Ob6wue npasuna ons PpoOumenei;
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1. HesaBucumo ot Bospacta  peGenxa mcmons3yiire porpamMMuoOe  obecreuenue,
lloMoraromee  (pHIBTPOBaTE N KOHTpOMHpoBath MHpOpMammio, HO He nojiarairecs

2. Ecmn Bam pebeHOK uMeer AKK4yHT Ha OJHOM H3 COLMATBHEIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakteru u T.IL.), BHUMATEeILHO H3YHHTE, Kakylo HHpOpManmio
[IOMEINAIOT €TI0 YYaCTHHKH B CBOMX IpoGuIAX u 610rax, BKIIOYas $ororpadun u Busneo.

Ctpannuky Bamero pebGerka MoryT 65175 Ge3omnacHsMu, HO MOTYT U COAEPKATH CCBUIKH
Ha HEXeTaTelbHblE U OmacHse CalThI (Hampumep, IIOPHOCAHT, MK calfT, Ha KOTOpOM
APYT YIOMHHAET HOMED COTOBOIO Tesepona Bamero pebenka mimm Bam AOMaIuHuk
azpec)

4. Toompsiite Bamux AeTed coobmate 060 Bcem CTPaHHOM HJIH OTTAIKMBAIOIIAM ¥ He
CIIUIKOM OCTPO pearupyiire, Koraa ouy 9TO IeNaroT (U3-3a onaceHus HOTEPSITH JOCTYIT K
WntepHery perw me FOBOPAT poOmUTENSIM O npobremax, a Taixe MOTyT HauaTh
HUCIIomB30BaTh MiHTEpHET BHE n0Ma I LIKOJIBI).

5. Bynmere B Kypce ceteBolt xwusnu Bamero pebenka. Hurepecyiitecs, xto mx Apy3bs B
Wureprer Tax ke, xax HHTEPECYeTECh pealbHBIMI ZPY3bSMH.

Bospacm om 7 60 8 nem

IyTEIeCTBOBATE 110 HHTCpHCTy, HCIIONIB3Ys SJICKTpOHHyIO IIO4TY, 3aXOJUTh HA CalTHI u 9arThl,
HE PCKOMEHI0BaHHbBIE poaouTesMu.

CoBeTrl o GesonacHocTy B cety Wnteprer nns nereit 7-8 JeT

1. Cosgaitre crrucox AOMallHKX NPABHI IIOCEIEeH s Hureprera npu yuacryn JeTeit u
Tpeby#HTe ero BEmoONHeHMS.

2. Tpebyiite or Bamero pe6enka COOMmONeH s BpeMenHbIX HOPM HaxXOXIEHHs 33
KOMIIbIoTepoM. [Tokakure pebeHKy, uro Ber Habmonaere 3a HuM He ITOTOMY 4TO Bam

9TO X0YeTcs, a moToMy yto B becrioxoutecs o ero Oesonacuocty u Beerya TOTOBEI
€My IOMOYp,

3. Kommsiorep ¢ IOAKIIIOYEHHEM K WUntepuery nomxen HaXoIMThCs B obweif koMuaTe
IO IPHCMOTPOM poxuTeneii.

HCHOHLSYﬁTC ClICHHAIEHBIC ACTCKHE NIOHUCKOBEIE MallluHEI,

WUcnonesyiire CpeACTBa GJI0KHpOBaHMs HEKENATeNbHOr0 KOHTEHTA Kak AOIOIHEHHE K
CTaHAapPTHOMY Ponwurensckomy KOHTPOJIIO.

6. Co3znaiire CEMEHHBIH SJICKTPOHHBIH AIIAK, 4YTOOBI He LIO3BOJIMTE JEeTIM mMmers

e B

corjlacus,
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10. He paspermaiite nersm HCIIOTB30BATh CITy)OBI MTHOBEHHOTO 0OMeHa coobmenusmu,

11. B «Gensblit» crimcok CalTOB, pa3pemeHHbIX st TIOCCIICHM S, BHOCHTE TOJBKO Cai{TEHI ¢
XOpOLIeH penyTanuei.

12. He 3a0b1Baiite 6ecenopary, ¢ JETBMH 00 UX APY3BsIX B Wnteprere, xak ecan 651 peus
ULlIa O ApY3bsX B peajbHOH KU3HY,

13. He nenaiire «Taby» U3 BOMpOCOB MONOBOI ’KH3HH, TaK KaK B VIHTepHere netn MOTYT
JICTKO HAaTKHYTHCS HA HOPHOTPadHIO HITH CaHTEI «IUTS B3POCIIBIXY.

14. Tlpuyunre Bamero peGeHka coobmars Bam o mMOOBIX yrposax wumm TpeBorax,
CBA32HHBIX ¢ MHTepHeTOM. Ocrapaiitecy CHOKOHHBIMHA ¥ HAIIOMHHTE JETSM, YTO OHH
B OesomacHocTH, ecnu camu PacCKasaln Bam o cBoux TpeBorax. Iloxsamure ux u
IIOCOBETYHTE IIOJONUTH emre pa3 B IOJI0OHEIX Cilyyasx.

Bospacm oemeii om 9 90 12 1em

B namHoM Bo3pacte ACTH, KaK IPaBUIIO, yXK€ HACIBIIAHLL O TOM, Kakas HHbOpMaims

cymecTByeT B Mureprere. Coepmenno HOPMAJIBHO, 9TO OHM XOTSAT 3TO YBUIETH, IIPOYECTS,
yenbmuate. Ilpu stom mHy)HO [IOMHHTB, YTO HOCTYI K HEXelaTeTbHEM MaTepuanaM MoKHO
JIETKO 3a6JI0KMPOBATE IIPH [IOMOIIH cpencts Pourensekoro konTpoms.

Cosersl 110 6e30macHocTH it jered ot 9 o 12 ner

1. Cospaiite crmcox AOMAIIHHX TIPABHI MOCEIIECHUS Wnreprer npu yuactuu JeTel u
TpebyiiTe ero BemoHeHys.

2. Tpebyitre ot Barmero pebenka cobmonenus HOPM HaXOXIEHUS 3a KOMIIBIOTEPOM.

3. Habmopaiite 3a pedenkoM mpu pabore 3a KOMIIBIOTEPOM, MOKaXHTe eMy, yro B
OecnokouTecs o ero GesonacHocTy 1 Beerma rotoss OKa3aTh €My IIOMOIIb.

4. Kommsiorep ¢ TOKIOYeHIEeM B MHTepHeT nomken HaxommTecs B o6mell xomuare
IIOX IPHCMOTPOM posauTeEIEi.

5. Hecnons3yiite CpencTBa 6JI0KHpOBaHUA HEXEJIaTeIbHOTO KOHTEHTA KaK JOIIOTHEHHE K
CTaHnapTHOMy PonuTensckomy KOHTPOJTIO.

6. He 3a6s1Baiite [IPHHHMATH HENOCPE/ICTBEHHOE YUACTHE B JKH3HK pebenka Gecenosars
C IETBMU 00 UX APy3bsiX B HWETepnere.

7. Hacrausaitre, 4to6s1 nety HHKOI']a HE COTMAlIATHCE Ha TNYHBIE BCTPEYH C Ipy3bamMu
110 Unrepnery.

8. Tlossomsiite nersv 3aXOIIUTL TONBKO Ha CalTHI U3 «BeIoroy CIHCKa, KOTODKIH
CO3/1aliTe BMECTE ¢ HUMH,

9. Ilpuyunure pnereit HUKOra HE BBIIABATh JIMYHYIO HHQOpMaIMIo cpeacTamu
SJICKTPOHHOH IOYTHL, 4YaTOB, CHCTeM MTHOBEHHOTO 0OMena coobmenusmy,
PETHCTPAaLMOHHEIX (DOPM, JTHYHBIX npoduneit u npu PETHCTpalliK Ha KOHKYpCHI B
Wnrepnere.

10. Tlpuyunte nereir we 3arpyxars 1porpammel 6e3 Barmero paspemenus. O6bacHuTe
HM, 49TO OHH MOTYT CiIy9YaifHo 3arpysuTb BHDYCBl WJIM Jpyroe HEeXeJlaTelnbHoe
IIporpaMMHoe obecneyenue.,

11. Coznatire Bamewmy pedenky OTPaHHYEHHYI0 YYeTHYIO 3amuch st paboTel Ha
KOMIIBIOTEpE.

12. Tlpuyaure Bamero peberka coobmars Bam o MOOBIX yrpo3ax wimu TpeBorax
CBA3aHHBIX ¢ MHTepHeTOM. Hamomuute ACTAM, YTO OHH B Ge30nacHOCTH, eciy camu
Pacckasaim BaM o CBOHX TpeBorax u ONACCHHUSIX.

13. Pacckaxwure getsiv o noprorpaguu B Unreprere.

14. Hacrausaiire Ha TOM, 4T0GBI NIeTH mpe

10YTE, YTOOBI BBI yOemmuce, 4To ony He obmarores ¢ HE3HaKOMIamu.
15. O6pscuute ACTSAM, 4YTO  Henp3s HCIIONB30BaTh  CeTh  yIg

XYJIMTaHCTBa,
PaCnpocTpaneHus cnerey iy yIpo3.

: M.®
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Bospacm oemeii om 13 00 17 nem

B srom Bospacre mompoctku axTummo HCIOJIE3YIOT MOMCKOBBIC MAUIMHEI, MOJIB3YIOTCS
SICKTPOHHOH TOYTOH, CiIy)6aMH MIHOBEHHOIO o6MeHa COOBIIEHnIMY, CKAYMBAIOT MY3BIKY U
$umeMbL. Mansunkam B 5ToM BO3pacTe OoMbIle O HpaBy cMmeTaTh Bee OTPaHHYEHUs, OHU
KaXIYT rpyboro oMopa, asapTHbIX HI'P, KAPTUHOK «ULSl B3POCIBIXY. JIeBOYKH IIPeAIOYHTAIOT

obmarecs B wyarax, I 3TOM OHM TOpa3no GoNee UYBCTBHTENBLHEI K CEKCYaIbHBIM
AoMoratenseTBaM B MHTepHere.

HEo0X0mMMOCTh COACpIKaHNs POAUTENLCKEX TMapoeit (maponeit aIMHHACTPATOPOB) B CTPOIOM
CEKpeTe ¥ O0paTHTL BHUMaHHE Ha CTPOroCTh 3THX TapOJIeH.

CoseTsr 110 Ge3omacHocTH B 3TOM Bo3pacte oT 13 10 17 ner

1. Cospmaifre cmucox pmomammux pasul  mocemenus WuTepHera mpu y4acTtuu
IIOApOCTKOB  Tpebylite GesycnoBHOro ero BBINOTHEHUs. O6roBopute ¢ pebenkom
CIHCOK 3aNpPELICHHbIX CalTOB («4epHbIt CITHCOK»), 9Yackl paGoTHI B UuTepuere,
PYKOBOZCTBO 110 o6uienuio B MuTeprere (B TOM 4HCHE B garax).

2. Komneiotep ¢ moaxmouenmen K ceTH VIHTepHeT NOMKeH HaxomuTocs B obmei
KOMHaTe.

3. He 3a6riBaiite Gecenosats ¢ JETbMH 00 HX ApYy3bsx B Unteprere, o ToM, gem onum
3aHATEl TakuM obpasoM, Gyxro PeYb HIET O &pYy3bsX B peaTbHOM IKH3HH.
Copammusaiite o TMONAX, C KOTOPHIMH JETH OBIMAIoTCs TIOCPENCTBOM  ClTy)6
MTHOBEHHOT0 0OMeHa COOOILICHUAMHU, YTOOBI yOenuTecs, 9o 3tH JIXOOH UM 3HAKOMBEI,

4. Mcnonssyiire cpepcrpa GioxupoBanus HexenatenpHOro KOHTEHTA KaK JOMOIHEHHE K
CTannapTaoMy Pomurensckomy KOHTPOJIIO.

5. Heobxozumo 3HaTh, KAKHMH 4YaTaMH TONB3yIoTcs Bamm neru. IToompsifre
HCIIOJIb30BAHHE MOJEPUPYEMEBIX YaTOB W HacTauBaiTe, 4yToOBl AeTH He Obmamcy B
IIPHBATHOM pEXHME.

6. Hacrausaiite na TOM, YTOOBI I€TH HUKOrAa He BCTPEHAINCH JINYHO C APY3bsMH U3
cetn Murepner.

7. Ilpuyuure peret me BBIIaBaTh  CBOIO  JIHYHYIO uH(opManuio cpeacTBamMu
OJICKTPOHHOH TIOYTBI, 4YaTOB, CcHCTeM MIHOBEHHOI'O 0OMeHa coo0menusmy,
PCTHCTPAIIMOHHBIX (GOPM, JTHYHBIX npodumeit u npu PETHCTpallMM Ha KOHKYDCHI B
HHTepnere.

8. Ilpuyunte nereii me 3arpy’ate nporpammsl 6e3 Bamero paspemenusa. O0wscHuTE

MM, YTO OHM MOTYT CiyyaifHo 3aIPy3HTb BHPYCHI HJIM Jpyroe HEXeNaTelsHoe
IporpaMMHoOe obecrieueHye.,

Pacckasamm BaMm, 0 cBomx yrposax mim Tpesorax. IloxBamure ux u IIOCOBETYiiTE
LOMIOHTH elne pa3s B HOI0GHEIX ClTyqasx.

10. Pacckaxure nersm o noprorpaguu B UntepHeTe
cmama. Haywnre mnompoctkop me BblAaBate B MHTepHeTe cBoero peansHOro
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JICKTPOHHOIO ajpeca, HE OTBEYATh HA HEXKeIaTelbHbIC IIUCbMa M HCIIOJIB30BATh
CHCHHAILHbIE TI0YTOBBIC (UIBTPEL

11. Tlpryunre cebs 3HakoMHTBCS ¢ CaiTaMu, KOTOPBIE MTOCEIAI0T IOJIPOCTKH.

12. Hayuute nereit yaxars APYTUX B MHTEpHETE. Y6equTecs, YTo OHH 3HAIOT O TOM, YTO
TIpaBHIIa XOPOWIETro [IOBEAEHH s IeHCTBYIOT Be3jie — nae B BHPTYaJIbHOM MHpE.

13. O6®BscHUTE ACTAM, 9TO HH B KOEM ClIydae HENB3s HCIOIb30BATE Cers mns
XYIIMTaHCTBA, PaCIIPOCTPAHEHHS CILIETEH HITH YIPO3 JPYTHM JIFOISM.

14. O6eynure ¢ mompocTkamu IPOGJIEMB] CeTEBBIX a3aPTHEIX HTP ¥ X BO3MOXHEIH PHCK.
Hanomuwnre, yto netu ne MOT'YT UTpaTh B 3TH HIPhI COMNIACHO 3aKOHY.

HoctosnHo KoHTponmupyiite Hemonb3oBaEHe Hureprera Bammm peGenxom! 1o me
HApYIIEHHE ero JIMYHOIo NMPOCTPAHCTBA, a Mepa IIPEAOCTOPOXKHOCTH M MpOsBIeHHEe Barmei
POZTUTENIECKOM OTBETCTBEHHOCTH U 3a00TEL

7 : Kusmosa M. B INIEKTPOHHBIA
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